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Chapter Three

FEISTEL CIPHER STRUCTURE:

Virtually all conventional block encryption algorithms
including DES, have a structure first described by HOREST FEISTEL
of IBM in 1973 and shown in the following figure:

The input to the encryption algorithm are a plain text block of
length 2w bits and a key k. The plain text block is divided into two
halves, Lo and Ro. The two halves of the data pass through n
rounds of processing and then combine to produce the cipher text
block. Each round | has as inputs L i1 and R i1, derived from the
previous round, as well as a subkey ki derived from the overall k. In
general the subkeys k;, are different from k and from each other
and are generated from the key by a subkey generation algorithms.

The exact realization of a Feistel network depends on the
choice of the following parameters and design features:

e Block Size: Larger block sizes mean greater security (all
other things being equal) but reduced encryption/decryption
speed. A block size of 64 bits is a reasonable tradeoff and is
nearly universal in block cipher design.

e Key Size: Larger key size means greater security but may
decrease encryption/decryption speed. The most common
key length in modern algorithms is 128 bits.

e Number of Rounds: The essence of the Feistel cipher is that
a single round offers inadequate security but that multiple
rounds offer increasing security. A typical size is 16 rounds.

e Subkeys generation algorithm: Greater complexity in this
algorithm should lead to greater difficulty of cryptanalysis.

e Round Function: Again, greater complexity generally means
greater resistance to cryptanalysis.

There are two other considerations in the design of a Feistel
Cipher:

e Fast software encryption/decryption: In many cases,
encryption is embedded in applications or utility functions in
such away as to preclude a hardware implementation.
Accordingly, the speed of execution of the algorithm
becomes a concern.
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e Ease of Analysis: Although we would like to make our
algorithm as difficult as possible to cryptanalysis, there is a
great benefit in
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Classical Feistel Network
making the algorithm easy to analyze. That is, if the algorithm can
be concisely and clearly explained, it is easier to analyze that
algorithm for cryptanalytic vulnerabilities and therefore develop a
higher level of assurance as to its strength. DES, for example, does
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not have an easily analyzed functionality.
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3- DATA ENCRYPTION STANDARD (DES):

The most widely used encryption scheme is defined in the
data encryption standard (DES) adopted in 1977 by the National
Bureau of standards.

Description of the Algorithm:

The plain text is 64 bits in length and the key is 56 bits in

length; longer plain text amounts are processed in 64-bit blocks.
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Properties:
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Each Block consists of 64 bits.
Key length is 56 bits (actually 64 bits, 8 bits parity check).

. The overall processing at each iteration can be summarized

in the following formulas:
Li=Ri1
Ri=Li1® F(Ri1, ki)

Where denotes the bitwise XOR function.

DES has 16 iterations.

The complex function involves both permutation and
substitution operations. The substitution operation,
represented as tables called "S-Boxes", simply maps each
combination of 48 inputs bits into a particular 32-bit pattern.
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its Function f(x, k)

Figure 4. f-function
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S-boxes:

The s-boxes are substitution based on table of 4 rows and
16

columns. Suppose the block Bj is the six bits
(b1,b2,b3,b4,b5,b6). Bits b1 and bé take together , from a
two — bit binary number b1b6, having a decimal value from
0 to 3, call this value r. Bits b2,b3,b4 and b5 taken
together from a four-bit binary number b2b3b4b5 having a
decimal value from 0 tO 15 call the value ¢ . The
substitution from the s-boxes transform each 6-bit block
Bj into the 4-bit result show in row r, column c of section

Sj of table.

EX

Assume S7 in a binary is 010011
Thenr=01=1 c=1001=9

The transformation of block B7 is found in row 1 and
column =S7(1,9) =3 =0011
0 1 1

0 1 0
v v v v v ¥
v v v
0 0 1 1
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Table 1: Initial TP and inverse initial I P~! permutation tables.

Initial permutation I P

Final permutation I P!

58 50 42 34 26 18 10 2 40 8 48 16 56 24
60 52 44 36 28 20 12 4 39 7 47 15 55 23
62 54 46 38 30 22 14 © 38 6 46 14 54 22
64 56 48 40 32 24 16 B 3r 5 45 13 53 21
57 49 41 33 25 17 9 1 36 4 44 12 52 20
59 51 43 35 27 19 11 3 35 3 43 11 51 19
61 53 45 37 29 21 13 5 34 2 42 10 50 18
63 47 39 31 23 15 7T 3 1 41 9 49 17
1 2 3 4 6 7 8 . 28 29 30 31 32
inpul L [ ] L p [ ] [ L
™
| /
E .
| \
/
output o=~ § & & 4 ¢ .
1 2 3 4 5 6 7 8 9 12 13 14 ** 4] 42 43 44 45 46 47 48

E-Expansion Permutation (8,6)

3211} 2 3 14]5
415] 6 /7 1819
819110 ) 11 J12}13
121131 14 | 15 16117
161171 18 | 19 120] 21
20121 22 ) 23 24|25
24 125) 26 | 27 | 28]29
28129] 30 | 31 |32} 1
PC-1
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DES ALGORITHM — GENERATION OF KEY

Subkey | <—
(48 bits)

Screencast-O-Matic.com

Left Shift (LS(
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16 7 20 21
29 12 28 17
1 15 23 26
5 18 31 10
2 8 24 14
32 27 3 9
19 13 30 6
22 11 4 25
b 839l @8
il
1 1,2,9,16
2 | 3456,7810
2 11514,13,12,11

PC-2 Permuted Choice-2 (8,6)

14 1171 11 | 24 1 )
3 128] 15 21 10
23 119112 | 4 26
16 | 7 | 27 | 20 13 2
41 | 52} 31 | 37 47 55
30 J40) 51 | 45 33 48
44 1 49] 39 ] 56 34 53
46 | 421 50 | 36 29 32

(o)

(0 0)

Permntation P(4,8)
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Ex :broadcast “COMPUTER” on IP" table
12345678
=67 =0100001 1

901234516
=79 =010011T11
77 = 1001101
80 =1070000
U=85=1010101

T=84=1010100

E=69=1000101
R=82=1010010

40/1 | 8/1 48/0 |16/1 [56/1 |[24/1 |64/0 |32/0

39/0 |7/1 47/0 |15/1 |55/0 |23/0 |[63/1 |31/0

38/1 |6/0 [46/1 |[14/1 |54/1 |22/1 [62/0 |30/0

37/0 |5/0 |45/0 [13/1 |53/0 |21/1 |61/0 |29/0

36/1 |4/0 [44/1 [12/0 |52/0 |20/0 |60/1 |28/1

35/0 |3/0 [43/0 [11/0 |51/0 |19/0 |89/0 |27/0

34/1 | 2/1 42/1 |[10/1 |50/1 |18/1 |58/1 |26/1

33/0 [1/0 [41/0 [9/0 149/0 |17/0 |&7/0 |25/0

Output
11011100/01010010/10111100/00010100/10100011/00
000000/11111111/00000000

Ex generate the first and second DES sub keys given that
the output of the permuted choice1

12345678 9 1617 24 25 32 33 40
01T 111111 10101070 01010101 10001111
00011111
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41 48 49 56 57 64
01000000 00000001 00001011

0/5710/49] 0/41 ] 0/33 1 1/25 | 0/17 ] 1/9

0/1 10/58] 0/50 | 1/42 |} 1/34 | 0/26 | 1/18

0/10 | 1/2 ) 0/59 | 0/51 | 0/43 | 0/35 | 0/27

0/19 1 1/11}| 1/3 | 0/60 | 0/52 | 0/44 | 1/36

1/63 | 0/55] 0/47 | 1/39 | 1/31 | 0/23 | 1/15

1/7 10/62| 0/54 | 0/46 | 1/38 | 1/30 | 1/22

0/14 ) 1/6 | 1/61 | 0/53 ) 0/45 | 1/37 | 1/29

0/21 | 1/13} 1/5 | 0/28 | 1/20 | 0/12 | 1/4

C0= 0000101 0001101 0100000 0110001
DO=1001101 1000111 0110011 0110101
Shift left one position

C1= 000101 0001101 0100000 01100010
D1= 001101 1000111 0110011 01101011

C1=0001010 0011010 1000000 1100010

The Avalanche Effect:

A desirable property of any encryption algorithm is that a
small change in either the plain text or the key should produce a
significant change in the cipher text. In particular, a change in one
bit of the plain text or one bit of the key should produce a change
in many bits of the cipher text. If the change were small, this might
provide a way to reduce the size of the plain text or key space to
be searched.

Double DES:

The simplest form of multiple encryption has two encryption
stages and two keys. Given a plain text P and two encryption keys
k1 and k2, cipher text C is generated as:
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C = Ex2 [Ex1 [P]]
Decryption requires that the keys be applied in reverse order:

P=E [Dk[C]]

K1 K2
Encryption

P y

pP —» E |—» E [ *

K2 K1
l Decryption P
4
C > D > |bD [—*
Double encryption
TRIPLE DEA:

Triple DEA (TDEA) was first proposed by Tuchman. TDEA
was incorporated as part of the data encryption standard in 1990.
TDEA uses three keys and three executions of the DES algorithm.
The function follows an encrypt —decrypt-encrypt (EDE) sequence:

C = E k3 [Dk2 [ Ex1 [P]l]
Where:
C = Cipher text.
P = Plain text.
Ex [x] = Encryption of X using key K.
D« [y] = Decryption of y using key K.
Decryption is simply the same operation with the keys reversed:
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Symmetric Key (Triple DES) Encryption

IIIF"I
é Encryplion

Enu:r':.:'r:lt Dyt Encrypt Clpher‘tex‘t

Decrypiion

Ciphertext  Decrypt Encrypt Decrypt  Plainte:xt

P=Du[Ew[Ds[C]]
T K2 K3
A li B l C
S I

E D E
(a) Encryption

K3 K2 K1
l l LT
c —* —» +—»

B A
D E D
(a) Decryption

With three distinct keys, TDEA has an effective key length of 168
bits. It is also allow for the use of two keys, with k1 = k3; this
provides for a key length of 112 bits.

TDEA has two attractions:
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1- With its 168-bit key length, it overcomes the vulnerability to
brute-force attack of DEA.

2- The underlying encryption algorithm in TDEA is the same as
in DEA.

As an alternative, Tuchman proposed a triple encryption method
that uses only two keys. The function follows an encrypt-decrypt-
encrypt (DES) sequence.

C=Exi[Dx2[Exi[P]l] = Ex [P]

There is no cryptographic significance to the use of
decryption for the second stage. Its only advantage is that it allows
users of 3DES to decrypt data encrypted by users of the older
single DES:

C=Exi [Dk2[Exi[P]l] = Exi [P]
3 DES with two keys is a relatively popular alternative to DES

and has been adopted for use in the key management standards
ANS X9.17.

The International Data Encryption Algorithm (IDEA):

Is a symmetric block cipher developed by Swiss Federal Institute
of Technology in 1991.

e IDEA uses a 128-bit key.

e IDEA differs from DES both in the round function and in the
subkey generation function.

e |DEA does not use S-Boxes.

e IDEA relies on three different mathematical operations: XOR,
binary addition of 16-bit integers, and binary multiplication of
16-bit integers.

e The subkey generation algorithm relies solely on the use of
circular shifts but uses these in a complex way to generate a
total of six subkeys for each of the eight rounds of IDEA.

BLOWEFISH:

Blowfish was developed in 1993 by Bruce Schneier. Blowfish
was designed to be easy to implement and to have a high
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execution speed.

It is very compact algorithm that can run in less than 5 k of
memory.

Key length is variable and can be as long as 448 bits. In
practice, 128-bit keys are used.

Blowfish uses 16 rounds.

Uses S-Boxes and the XOR function, also uses binary
addition.

Uses dynamic S-Boxes that are generated as a function of
the key.

A total of 521 executions of the blowfish encryption
algorithm are required to produce the subkeys and S-Boxes.
Fast: Blowfish encrypts data on 32-bit microprocessors at a
rate of 18 clock cycles per byte.

Simple: Blowfish's simple structure is easy to implement and
eases the task of determining the strength of the algorithm.

CAST-128:

It is a symmetric encryption algorithms developed in 1997. Its
characteristics:

1-plaintext m1...m64

2-ciphertext c1...c64.

3-Key size varies from 40 bits to 128 bits in 8-bits increments.
key K = k1...k128.

4-Uses fixed S-Boxes but longer than those used in DES.
5-Round function, F, differs from round to round, again adding
to cryptanalytic strength.

KEY DISTRIBUTION:

For conventional encryption to work, the two parties to a

secure exchange must have the same key, and that key must be
protected from access by others.
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The strength of any cryptographic system rests with the key
distribution technique, a term that refers to the means of delivering
a key to two parties that wish to exchange data without allowing
others to see the key.

For two parties A and B:

1-
2-

3-

4-

A key could be selected by A and physically delivered to B.

A third party could select the key and physically deliver it to A
and B.

If A and B have previously and recently used a key, one party
could transmit the new key to the other, encrypted using the
old key.

If A and B each have an encrypted connection to a third party
C, C could deliver a key on the encrypted links to A and B.

Options 1 and 2 call for manual delivery of a key. For a link
encryption, this is a reasonable requirement. Option 3 is a
possibility for either link encryption or end-to-end encryption,
but if an attacker ever succeeds in gaining access to one key,
then all subsequent keys are revealed. Option 4: the
following figure satisfies this option for end-to-end
encryption.

For this Schemes, two kinds of keys are identified:

1-

b-

Session Key: When two end systems (hosts, terminals, etc)
wish to communicate, they establish a logical connection
(e.g, virtual circuit). For the duration of that logical
connection, all user data are encrypted with a one time
session key. At the conclusion of the session, or connection,
the session key is destroyed.

Permanent Key: A permanent key is a key used between
entities for the purpose of distributing session keys.

The configuration consists of the following elements:

Key Distribution Centre: It determines which systems are
allowed to communicate with each other. When permission
is granted for two systems to establish a connection , the
key distribution centre provides a one-time session key for
that connection.

Front-End Processor: The front end processor performs end-
to-end encryption and obtains session keys on behalf of its
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host or terminal.

The Use of 56-Bit Keys
With a key length of 56 bits, there are possible keys, which is approximately
keys. Thus, on the face of it, a brute-force attack appears impractical.
Assuming that, on average, half the key space has to be searched, a single
machine performing one DES encryption per microsecond would take more
than a thousand years (see Table 2.2) to break the cipher.
However, the assumption of one encryption per microsecond is overly
conservative. As far back as 1977, Diffie and Hellman postulated that the
technology existed to build a parallel machine with 1 million encryption
devices, each of which could perform one encryption per microsecond
[DIFF77]. This would bring the average search time down to about 10 hours.
The authors estimated that the cost would be about $20 million in 1977
dollars.
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Number of Rounds

The cryptographic strength of a Feistel cipher derives from three aspects of the
design: the number of rounds, the function F, and the key schedule algorithm. Let us
look first at the choice of the number of rounds.

SN gadl sae
Faadsg g o sue lasand wwlpo}bwezmwulwlwﬂhﬂoy
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The greater the number of rounds, the more difficult it is to perform
cryptanalysis, even for a relatively weak F. In general, the criterion should be
that the number of rounds is chosen so that known cryptanalytic efforts
require greater effort than a simple brute-force key search attack.This
criterion was certainly used in the design of DES. Schneier [SCHN96]
observes that for 16-round DES, a differential

cryptanalysis attack is slightly less efficient than brute force: The differential
cryptanalysis attack requires operations,10 whereas brute force requires . If
DES had 15 or fewer rounds, differential cryptanalysis would require less
effort than a brute-force key search.
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